2.5.2 PIN_VERIFY

The PIN_VERIFY structure is a set of instructions, such that the IFD can perform the following steps:

(1) Display an invitation text on the display of the IFD

(2) Let the user input PIN digits using the keypad of the IFD
(3) Apply certain formatting on the entered PIN digits

(4) Use positioning to move to certain location within APDU
(5) Transfer the constructed APDU towards the smart card

Terminology:

“PIN Length” is the area where the number of entered PIN digits is stored.

“PIN Frame” is the area where the entered PIN digits are stored.

“abData” becomes the command APDU, to be sent to the smart card when all input, formatting, and
positioning operations have completed:
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L. shall be re-calculated after the IFD device has constructed the APDU body.



PIN_VERIFY structure:

ow w | Field name Type Description
- < =
%" P4 @ (Value)
(ad
0 bTimeOut BYTE Maximum time to finish the user input
1..255 Timeout in seconds
0 Default timeout
1 bTimeOut2 BYTE Maximum time after first keystroke
0..255 Timeout in seconds if “IFD distinguishes bTimeOut
from bTimeOut2” (see 2.5.5)
Unused otherwise
2 bmFormatString
7 bPINFrameOffsetUnit 1BIT Units (bit or byte) for the offset of the PIN Frame
0 Offset in bits
1 Offset in bytes
6..3 bPINFrameOffset 4 BIT PIN Frame offset value
Offset relative to PIN Block
0..15 Offset of the PIN Frame (offset in bits/bytes)
2 bPINFramelustification | 1 BIT Justification of PIN digits within the PIN Frame
0 Justify the PIN digits at left (fillers at right)
1 Justify the PIN digits at right (fillers at left)
1..0 bPINFrameCoding 2 BIT Coding of PIN digits in the PIN Frame
0 Binary coded (one byte per PIN digit)
1 BCD coded (half byte per PIN digit)
2 ASCIl coded (one byte per PIN digit)
3 RFU
3 bmPINBlockString
7.4 bPINLengthSize 4 BIT Size (in bits) of PIN Length
0 The PIN Length is not used in the PIN Block
1..15 The size (in bits) of the PIN Length
3.0 bPINFrameSize 4 BIT Size (in bytes) of PIN Frame
0 Adaptive size (‘just fit’) of the PIN Frame
(1-byte placeholder is in the abData)
This is an advanced feature, see ch 2.5.5
1..15 size (N bytes) of the PIN Frame
(N placeholders in the abData)
4 bmPINLengthFormat
7.5 3BIT RFU
4 bPINLengthOffsetUnit 1BIT Units (bit or byte) for the offset of the PIN Length
0 Offset in bits
1 Offset in bytes
3.0 bPINLengthOffset 4 BIT PIN Length offset value
Offset relative to PIN Block
0..15 Offset of the PIN Length (offset in bits/bytes)
5 wPINMaxExtraDigit USHORT




MSB bPINMinimalDigits 0..255 | Minimal number of PIN digits to be entered
(Most Significant Byte)
LSB bPINMaximalDigits 0..255 | Maximal number of PIN digits to be entered
(Least Significant Byte)
7 bEntryValidationCondition | BYTE Collection of possible conditions when a PIN is
considered to be complete
7.3 5BIT RFU
2 ValidOnTimeout 1BIT When ‘bTimeOut’ occurs:
0 The PIN entry is considered incomplete,
verification shall be aborted
1 The PIN entry is considered complete, card
verification shall be performed.
1 ValidationKeyPressed 1BIT When the user hits the ‘Validate’ key
(and wPINMaxExtraDigit conditions are satisfied):
0 The ‘Validate’ key is ignored
1 The PIN entry is considered complete, card
verification shall be performed.
0 MaxSizeReached 1BIT When the bPINMaximalDigits are reached:
0 This condition is ignored
1 The PIN entry is considered complete, card
verification shall be performed.
8 bNumberMessage BYTE Number of messages to display for PIN verification
0 No invitation message will be displayed
1 One invitation message shall be displayed
2..254 RFU
255 Use default CCID message
9 wlangld USHORT | Language to be used for invitation message
(see http://www.usb.org/developers/docs/USB_LANGIDs.pdf)
11 bMsgIndex BYTE Index of the invitation message
0 Invitation message nr 0 will be displayed
(e.g. “Enter PIN:")
1..255 RFU
12 bTeoPrologue BYTE[3] T=1 I-block prologue field to use (fill with 00)
15 ulDatalength ULONG length of abData
19 abData BYTE[]
BYTE[1..4] APDU header of VERIFY command (e.g. 00 20 00 00)
BYTE[5] (Placeholder) Length of the APDU body
replaced by actual length of the final APDU body
BYTE[6..] APDU body, holding PIN Block and fillers

APDU body expands with system fillers ‘FF’ if needed.




Examples regarding “Display an invitation text on the display of the IFD”.
The invitation text is controlled by the fields bNumberMessage, wLangId and bMsgIndex.

Example invitation text on the display
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1 0x0409 1 “Enter PIN:”

1 0x080C 1 “Code PIN:”

1 0x0407 1 “PIN Code:”

Examples regarding “user input PIN digits using the keypad of the IFD”.
The input PIN digits is controlled by the fields bTimeOut, bTimeOut2, bPINMinimalDigits,
bPINMaximalDigits,ValidOnTimeout ,ValidationKeyPressed and MaxSizeReached.
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30 | 30 4 8 0 1 0 Typical for EMV cards
30 | 10 4 3 0 1 0 After first digit PIN must be entered within
10 seconds
30 | 30 6 6 0 1 0 PIN requires exactly 6 digits
30 | 30 6 6 0 0 1 PIN complete when 6 digits entered
30 | 30 4 8 1 1 0 PIN complete on OK-key or after 30 seconds

Examples regarding “formatting on the entered PIN digits”.
This formatting is controlled by the fields bPINFrameJustification, bPINFrameCoding,
bPINLengthSize, and bPINFrameSize.
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0 1 4 7 “12345” b0101 12 34 5x XX XX XX XX
0 2 4 7 “12345” b0101 31 32 33 34 35 xx xx
1 1 4 7 “12345” b0101 XX XX XX XX X1 23 45
1 2 4 7 “12345” b0101 XX xx 3132333435
0 1 8 8 “12345” b00000101 12 34 5X XX XX XX XX XX
0 0 8 8 “12345” b00000101 01 02 03 04 05 xx xx xx
0 1 8 0 “12345” b00000101 12 34 5x
1 1 8 0 | “12345” b00000101 x123 45
0 2 8 0 “1234567” b00000111 31323334353637

Remark: the items marked with (*) are based on an IFD which supports ‘Adaptive PIN Frame size’.



Examples regarding “positioning to move to certain location within APDU”.
This positioning is controlled by the fields bPINFrameOffsetUnit, bPINFrameOffset,
bPINLengthOffsetUnit and bPINLengthOffset.
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Size Size
4 bit 7 byte PIN Length= b0101
PIN Frame= 12 34 5x xx XX XX XX 0020000008
Offset Offset | 20Data=0020 000008 25 12 34 5F FF FF FF FF
24 FF FF FF FF FF FF FF
4 bit 1 byte
Size Size
4 bit 7 byte PIN Length= b0101
PIN Frame= 31 32 33 34 35 xx xx 0020000008
abData= 00 20 00 00 03 253132333435FFFF
Offset Offset 24 FF FF FF FF FF FF FF
4 bit 1 byte
Size Size
4 bit 7 byte PIN Length= b0101
PIN Frame= xx xx xx xx x1 23 45 0020000008
abData= 00 20 00 00 03 25 FF FF FF FF F1 23 45
Offset Offset 24 FF FF FF FF FF FF FF
4 bit 8 bit
Size Size
8 bit 7 byte PIN Length= b00000101
PIN Frame= 12 34 5x xx XX XX XX 0020000009
Offset Offset abData= 00 20 00 00 00 11 05 12 34 5F FF FF FF FF
11 24 FF FF FF FF FF FF
1 byte 2 byte
Size .
3 bit Size PIN Length= b00000101
0 byte PIN Frame= 12 34 5x 0020 00 00 04
Offset abData= 00 20 00 00 00 0512 34 5F
Offset 1 byt 77 FE
0 byte yte
Size Size
8 bit 0" byte PIN Length= b00000101
PIN Frame= x1 23 45 00200000 05
Offset Offset abData= 00 20 00 00 00 D123 4505 88
DE 77 88
1 byte 0 byte
Size Size
8 bit 0" byte PIN Length= b00000111
PIN Frame= 31 32 33 34 35 36 37 0020000008
Offset Offset abData= 00 20 00 00 00 0731323334353637
0 bit 1 byte
Size Size
0 bit 0" byte PIN Length= b00000111
PIN Frame= 31 32 33 34 35 36 37 0020000007
Offset Offset abData= 00 20 00 00 00 31323334353637
0O bit 0 byte

Remark: the items marked with (*) are based on an IFD which supports ‘Adaptive PIN Frame size’.




The PIN Verify command can use a structure:

typedef struct PIN VERIFY STRUCTURE

{

BYTE bTimeOut; // timeout in seconds (00 means use default timeout)
BYTE bTimeOut2; // timeout in seconds after first keystroke

BYTE bmFormatString; // formatting options within PINBlock

BYTE bmPINBlockString; // define PINBlock

BYTE bmPINLengthFormat; // PINLength: number of PIN characters entered
USHORT wPINMaxExtraDigit; // XXYY, where XX is minimum PINLength in digits,

// YY is maximum

BYTE bEntryValidationCondition; // Conditions under which PIN entry should be
// considered complete

BYTE bNumberMessage; // Number of messages to use for PIN verification
USHORT wLangId; // Language for messages

BYTE bMsgIndex; // Message index (should be 00)

BYTE bTeoPrologue[3]; // T=1 I-block prologue field to use (fill with 00)
ULONG ulDatalength // length (in bytes) of ‘abData’

BYTE abDatal[l]; // Data (APDU) to send to the ICC

} PIN_VERIFY STRUCTURE, *PPIN VERIFY STRUCTURE;

A typical example for commanding PIN verification on an EMV card can use the following:

bTimeOut=0x1E; /* 30 seconds timeout */

bTimeOut2=0x1E; /* 30 seconds timeout */

bmFormatString=0x89; /* at offset of 1 byte a left-justified PIN in BCD */
bmPINBlockString=0x47; /* PIN Length is 4-bits, PIN Frame is max 7 bytes */
bmPINLengthFormat=0x04; /* PIN Length to be inserted at offset of 4 bits */
wPINMaxExtraDigit=0x0408; /* minimal 4 and maximal 8 PIN digits to be entered */
bEntryValidationCondition=0x02; /* start validation after user hits the OK key */
bNumberMessage=0x01; /* just 1 message index is defined */

wLangId=0x0409; /* the English language, as used in USB */
bMsgIndex=0x00; /* the first message of the CCID table is “ENTER PIN” */
bTeoPrologue='00 00 00’; /* is required in case of a T=1 card */

ulDatalLength = 0x0000000D ;

abData=’00 20 00 80 08 20 FF FF FF FF FF FF FF';

reader with ‘Adaptive PIN Frame size’ is required):

/* CardHolderVerification */

A typical example for commanding PIN verification on an IAS/ECC card can use the following (a PINPAD

bTimeOut=0x1E; /* 30 seconds timeout */

bTimeOut2=0x1E; /* 30 seconds timeout */

bmFormatString=0x82; /* at offset 0 a PIN Frame in ASCII */
bmPINBlockString=0x00; /* PIN Length size is 0 bits, PIN Frame size is adaptive */
bmPINLengthFormat=0x00; /* -not used- */

wPINMaxExtraDigit=0x0408; /* minimal 4 and maximal 8 PIN digits to be entered */
bEntryValidationCondition=0x02; /* start validation after user hits the OK key */
bNumberMessage=0x01; /* just 1 message index is defined */

wLangId=0x0409; /* the English language, as used in USB */
bMsgIndex=0x00; /* the first message of the CCID table is “ENTER PIN” */
bTeoPrologue='00 00 00’; /* is required in case of a T=1 card */

ulDataLength = 0x0000000D ;

abData=’00 20 00 00 00'; /* CardHolderVerification */



2.5.3.1 PIN_MODIFY (classic)

The PIN_MODIFY structure is a set of instructions, such that the IFD can perform the following steps:

(1) Display an invitation text on the display of the IFD
(2) Let the user input PIN digits using the keypad of the IFD
(this can comprise old PIN, new PIN and/or confirmed new PIN)
(3) Apply certain formatting on the entered PIN digits
(4) Use positioning to move to certain location within APDU
(5) Transfer the constructed APDU towards the smart card

Terminology:

“PIN Length” is the area where the number of entered PIN digits is stored.

“PIN Frame” is the area where the entered PIN digits are stored.

“abData” becomes the command APDU, to be sent to the smart card when all input, formatting, and
positioning operations have completed.

“PIN Block” is the area of PIN Length and PIN Frame. This is used in the classic PIN modify command,
where the “PIN Block” of the old PIN and the “PIN Block” of the new PIN have equal formats:

PIN Block PIN Black

PIN Length  PIN Length PIN Length  PIN Length
Offset Size Offset i
————— >
APDU PIN PIN
L. PIN Frame PIN Frame
header Length Length
PIN Frame PIN Frame PIN Frame PIN Frame
Offset 5i Offet Si
PIN Block £ . PIN Block = .
b—3 blnsertionOffsetOld
> binsertionOffsetNew

L. shall be re-calculated after the IFD device has constructed the APDU body.



PIN_MODIFY classic structure:

ow w | Field name Type Description
- < =
%" P4 @ (Value)
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0 bTimeOut BYTE Maximum time to finish the user input
1..255 Timeout in seconds
0 Default timeout
1 bTimeOut2 BYTE Maximum time after first keystroke
0..255 Timeout in seconds if “IFD distinguishes bTimeOut
from bTimeOut2” (see 2.5.5)
Unused otherwise
2 bmFormatString
bPINFrameOffsetUnit 1BIT Units (bit or byte) for the offset of the PIN Frame
0 Offset in bits
1 Offset in bytes
.3 bPINFrameOffset 4 BIT PIN Frame offset value
Offset relative to PIN Block
0..15 Offset of the PIN Frame (offset in bits/bytes)
bPINFramelustification | 1 BIT Justification of PIN digits within the PIN Frame
0 Justify the PIN digits at left (fillers at right)
1 Justify the PIN digits at right (fillers at left)
.0 bPINFrameCoding 2 BIT Coding of PIN digits in the PIN Frame
0 Binary coded (one byte per PIN digit)
1 BCD coded (half byte per PIN digit)
2 ASCII coded (one byte per PIN digit)
3 RFU
3 bmPINBlockString
.4 bPINLengthSize 4 BIT Size (in bits) of PIN Length
0 The PIN Length is not used in the PIN Block
1..15 The size (in bits) of the PIN Length
.0 bPINFrameSize 4 BIT Size (in bytes) of PIN Frame
0 Adaptive size (‘just fit’) of the PIN Frame
(1-byte placeholder is in the abData)
1..15 N- the fixed size (in bytes) of the PIN Frame
(N placeholders in the abData)
4 bmPINLengthFormat
.5 3BIT RFU
bPINLengthOffsetUnit 1BIT Units (bit or byte) for the offset of the PIN Length
0 Offset in bits
1 Offset in bytes
.0 bPINLengthOffset 4 BIT PIN Length offset value
Offset relative to PIN Block
0..15 Offset of the PIN Length (offset in bits/bytes)
5 binsertionOffsetOld BYTE Insertion position offset in bytes for the current PIN
0..255 Offset of current PIN block, relative to APDU body




6 binsertionOffsetNew BYTE Insertion position offset in bytes for the new PIN
0..255 Offset of new PIN block, relative to APDU body
7 wPINMaxExtraDigit USHORT
MSB bPINMinimalDigits 0..255 | Minimal number of PIN digits to be entered
(Most Significant Byte)
LSB bPINMaximalDigits 0..255 | Maximal number of PIN digits to be entered
(Least Significant Byte)
9 bConfirmPin Flags governing need for confirmation of new PIN
7.3 5BIT RFU, shall be 0
2 Advanced Modify 1BIT Which Modify structure applies: Classic or Advanced
0 Classic Modify Structure (this chapter)
Default value.
1 Advanced Modify Structure (see chapter 2.5.3.2)
1 RequestCurrentPin 1BIT Shall the current PIN be requested and positioned?
0 Do not use current PIN (‘old PIN’)
1 Request and position current PIN (‘old PIN’)
0 ConfirmNewPin 1BIT Shall the new PIN be confirmed?
0 Do not request ‘Confirm new PIN’
1 Request ‘Confirm new PIN’ and verify equality
10 bEntryValidationCondition | BYTE Collection of possible conditions when a PIN is
considered to be complete
7.3 5BIT RFU
2 ValidOnTimeout 1BIT When ‘bTimeOut’ occurs:
0 The PIN entry is considered incomplete,
verification shall be aborted
1 The PIN entry is considered complete, card
verification shall be performed.
1 ValidationKeyPressed 1BIT When the user hits the ‘Validate” key
(and wPINMaxExtraDigit conditions are satisfied):
0 The ‘Validate’ key is ignored
1 The PIN entry is considered complete, card
verification shall be performed.
0 MaxSizeReached 1BIT When the bPINMaximalDigits are reached:
0 This condition is ignored
1 The PIN entry is considered complete, card
verification shall be performed.
11 bNumberMessage BYTE Number of messages to display for PIN verification
0 No invitation message will be displayed
1 One invitation message shall be displayed
2 Two invitation messages shall be displayed
3 Three invitation messages shall be displayed
4..254 RFU
255 Use default CCID message
12 wlangld USHORT | Language to be used for invitation message
(see http://www.usb.org/developers/docs/USB_LANGIDs.pdf)
14 bMsgindex1 BYTE Index of the invitation message
0 Invitation message nr 0 shall be displayed




(e.g. “Enter current PIN:")

1 Invitation message nr 1 shall be displayed
(e.g. “Enter new PIN:")
3..255 RFU
15 bMsgIndex2 BYTE Index of the invitation message
1 Invitation message nr 1 will be displayed
(e.g. “Enter new PIN:")
2 Invitation message nr 2 will be displayed
(e.g. “Repeat new PIN:")
3..255 RFU
16 bMsgIndex3 BYTE Index of the invitation message
2 Invitation message nr 2 will be displayed
(e.g. “Repeat new PIN:")
3..255 RFU
17 bTeoPrologue BYTE[3] T=1 I-block prologue field to use (fill with 00)
20 ulDatalLength ULONG length of abData
24 abData BYTE[]

BYTE[1..4]
BYTE[5]

BYTE[6..]

APDU header of MODIFY command (e.g. 00 24 00 00)

(Placeholder) Length of the APDU body
replaced by actual length of the final APDU body

APDU body, holding 2 PIN Blocks and fillers
APDU body expands with system fillers ‘FF’ if needed.

Examples regarding “positioning to move to certain location within APDU".
This positioning is controlled by the fields bPINFrame (Offset & unit), bPINLength (Offset &

unit),

bmPINBlockString

and bInsertionOffsetNew.

(PINFrame Size & PINLength Size), bInsertionOffsetOld
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a2 ezl o
I8} O 0o |= o APDU
=3 B 5
) ) oldPIN Length=b0101
Size Size oldPIN Frame= 12 34 5x XX XX XX XX
4 bit | 7 byte newPIN Length=b0111 00240000 10
0 8 newPIN Frame= 12 34 56 7x XX XX XX 25 12 34 5F FF FF FF FF
Offset | Offset abData= 00 24 00 00 10 2712 34 56 7F FF FF FF
4bit | 1 byte 24 FF FF FF FF FF FF FF
24 FF FF FF FF FF FF FF
Size Size oldPIN Length= b0101
8 bit 7 byte oldPIN Frame= 12 34 5x XX XX XX XX 0024 00 00 10
0 8 | newPIN Length= b0111 05 12 34 5F FF FF FF FF
Offset | Offset newPIN Frame= 12 34 56 7x XX XX XX 07 12 34 56 7F FF FF FF
0 bit 1 byte abData= 00 24 00 00 00




oldPIN Length=b0101

Size Size
. IdPIN Frame= 12 34 5x
8 bit | O* byte 0
v newPIN Length= b0111 0024000009

0 2 0512 34 5E
newPIN Frame= 12 34 56 7x
Offs?t Offset abData= 00 24 00 00 04 07123456 7E
0 bit 1 byte 00 EE 00 EE

Remark: the items marked with (*) are based on an IFD which supports ‘Adaptive PIN Frame size’.

The PIN Modify command can be based on a structure:

typedef struct PIN MODIFY STRUCTURE
{

BYTE bTimeOut; // timeout in seconds (00 means use default timeout)
BYTE bTimeOut2; // timeout in seconds after first keystroke
BYTE bmFormatString; // formatting options within PINBlock
BYTE bmPINBlockString; // define PINBlock
BYTE bmPINLengthFormat; // PINLength: number of PIN characters entered
BYTE bInsertionOffset0ld; // Insertion position offset in bytes for the current PIN
BYTE bInsertionOffsetNew; // Insertion position offset in bytes for the new PIN
USHORT wPINMaxExtraDigit; // XXYY, where XX is minimum PINLength in digits,
// YY is maximum
BYTE bConfirmPIN; // Flags governing need for confirmation of new PIN

BYTE bEntryValidationCondition; // Conditions under which PIN entry should be
// considered complete

BYTE bNumberMessage; // Number of messages to use for PIN verification
USHORT wLangId; // Language for messages

BYTE bMsgIndexl; // Index of 1lst prompting message

BYTE bMsgIndex2; // Index of 2d prompting message (if appropriate)
BYTE bMsgIndex3; // Index of 3d prompting message (if appropriate)
BYTE bTeoPrologue[3]; // T=1 I-block prologue field to use (fill with 00)
ULONG ulDatalLength // length (in bytes) of ‘abData’

BYTE abDatal[l]; // Data to send to the ICC (this is a placeholder)

} PIN _MODIFY STRUCTURE, *PPIN MODIFY STRUCTURE;

A typical example for commanding PIN modification (Classic) on an IAS/ECC card can use the following (a
PINPAD reader with ‘Adaptive PIN Frame size’ is required):

bTimeOut=0x1E; /* 30 seconds timeout */

bTimeOut2=0x1E; /* 30 seconds timeout */

bmFormatString=0x82; /* at offset of 0 byte a PIN in ASCII */
bmPINBlockString=0x00; /* PIN Length size is 0 bits, PIN Frame size is adaptive */
bmPINLengthFormat=0x00; /* -not used- */

bInsertionOffset01d=0x00; /* current PIN block at adaptive offset 0 */
bInsertionOffsetNew=0x01; /* new PIN block at adaptive offset 1 */
bConfirmPIN=0x03; /* Request enter current PIN, Request Confirm new PIN*/
wPINMaxExtraDigit=0x0408; /* minimal 4 and maximal 8 PIN digits to be entered */
bEntryValidationCondition=0x02; /* start validation after user hits the OK key */
bNumberMessage=0x03; /* 3 message indices are defined */

wLangId=0x0409; /* the English language, as used in USB */
bMsgIndex1=0x00; /* the first message of the CCID table is “ENTER PIN” */
bMsgIndex2=0x01; /* the second message of CCID is “ENTER NEW PIN” */
bMsgIndex3=0x02; /* the third message of CCID is “REPEAT NEW PIN” */
bTeoPrologue='00 00 00’; /* is required in case of a T=1 card */

ulDatalLength = 0x0000000D ;
abData="00 24 00 80 00’; /* Change Reference Data APDU */



2.5.3.2 PIN_MODIFY (advanced)

The PIN_MODIFY advanced structure is a set of instructions, such that the IFD can perform the following
steps:

(1) Display an invitation text on the display of the IFD

(2) Letthe user input PIN digits using the keypad of the IFD
(3) Apply certain formatting on the entered PIN digits

(4) Use positioning to move to certain location within APDU
(5) Transfer the constructed APDU towards the smart card

The IFD supports PIN_MODIFY advanced structure if the PIN_PROPERTIES structure indicates this
support (see ch 2.5.5)

Terminology:

“PIN Length” is the area where the number of entered PIN digits is stored.

“PIN Frame” is the area where the entered PIN digits are stored.

“abData” becomes the command APDU, to be sent to the smart card when all input, formatting, and
positioning operations have completed:

PIN Length PIN Length PIN Frame Size PIN Frame Size
Size Size
APDU L Old PIN New PIN Old PIN New PIN
header y Length Length Frame Frame

—>» bOIdPINLengthOffset
> bNewPINLengthOffset

>» bOIdPINFrameOffset
> bNewPINFrameOffset

L. shall be re-calculated after the IFD device has constructed the APDU body.



PIN_MODIFY advanced structure:

ow w | Field name Type Description
- < =
%" P4 @ (Value)
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0 bTimeOut BYTE Maximum time to finish the user input
1..255 Timeout in seconds
0 Default timeout
1 bTimeOut2 BYTE Maximum time after first keystroke
0..255 Timeout in seconds if “IFD distinguishes bTimeOut
from bTimeOut2” (see 2.5.5)
Unused otherwise
2 bmFormatString
bPINFrameOffsetUnit 1BIT Units (bit or byte) for the offset of both
NewPINFrame and OldPINFrame
0 Offset in bits
1 Offset in bytes
.3 bOIdPINFrameOffset 4 BIT PIN Frame offset value of the Old PIN
Offset relative to APDUbody
0..15 Offset of the OIdPINFrame (offset in bits/bytes,
see byte 2 bit 7)
bPINFramelustification | 1 BIT Justification of PIN digits within both NewPINFrame
and OIdPINFrame
0 Justify the PIN digits at left (fillers at right)
1 Justify the PIN digits at right (fillers at left)
.0 bPINFrameCoding 2 BIT Coding of PIN digits in both NewPINFrame and
OIldPINFrame
0 Binary coded (one byte per PIN digit)
1 BCD coded (half byte per PIN digit)
2 ASCIl coded (one byte per PIN digit)
3 RFU
3 bmPINBlockString
.4 bPINLengthSize 4 BIT Size (in bits) of both NewPINLength and
OIdPINLength
0 The PIN Length is not used
1..15 The size (in bits) of both PIN Length’s
.0 bPINFrameSize 4 BIT Size (in bytes) of both NewPINFrame and
OIdPINFrame
0 Adaptive size (‘just fit’) of both PIN Frame’s
(1-byte placeholder is in the abData)
1..15 N- the fixed size (in bytes) of both PIN Frame’s
(N placeholders in the abData)
4 bmPINLengthFormat
.5 3 BIT RFU
bPINLengthOffsetUnit 1BIT Units (bit or byte) for the offset of both

NewPINLength and the OldPINLength

Offset in bits




1 Offset in bytes
3.0 bOIdPINLengthOffset 4 BIT Old PIN Length offset value
Offset relative to APDUbody
0..15 Offset of the OIdPINLength (offset in bits/bytes,
see byte 4 bit 4)
5 bNewPINLengthOffset BYTE Offset of the NewPINLength (offset in bits/bytes, see
byte 4 bit 4)
0..255 Offset of new PIN Length, relative to APDU body
6 bNewPINFrameOffset BYTE Offset of the NewPINFrame (offset in bits/bytes, see
byte 2 bit 7)
0..255 Offset of new PIN Frame, relative to APDU body
7 wPINMaxExtraDigit USHORT
MSB bPINMinimalDigits 0..255 | Minimal number of PIN digits to be entered
(Most Significant Byte)
LSB bPINMaximalDigits 0..255 | Maximal number of PIN digits to be entered
(Least Significant Byte)
9 bConfirmPin Flags governing need for confirmation of new PIN
7.3 5BIT RFU, shall be O
2 Advanced Modify 1BIT Which Modify structure applies: Classic or Advanced
0 Classic Modify Structure (see chapter 2.5.3.1)
Default value.
1 Advanced Modify Structure (this chapter)
1 RequestCurrentPin 1BIT Shall the current PIN be requested and positioned?
0 Do not use current PIN (‘old PIN’)
1 Request and position current PIN (‘old PIN’)
0 ConfirmNewPin 1BIT Shall the new PIN be confirmed?
0 Do not request ‘Confirm new PIN’
1 Request ‘Confirm new PIN’ and verify equality
10 bEntryValidationCondition | BYTE Collection of possible conditions when a PIN is
considered to be complete
7.3 5BIT RFU
2 ValidOnTimeout 1BIT When ‘bTimeOut’ occurs:
0 The PIN entry is considered incomplete,
verification shall be aborted
1 The PIN entry is considered complete, card
verification shall be performed.
1 ValidationKeyPressed 1BIT When the user hits the ‘Validate’ key
(and wPINMaxExtraDigit conditions are satisfied):
0 The ‘Validate’ key is ignored
1 The PIN entry is considered complete, card
verification shall be performed.
0 MaxSizeReached 1BIT When the bPINMaximalDigits are reached:
0 This condition is ignored
1 The PIN entry is considered complete, card
verification shall be performed.
11 bNumberMessage BYTE Number of messages to display for PIN verification
0 No invitation message will be displayed




1 One invitation message shall be displayed
(being at bMsgindex1)
2 Two invitation messages shall be displayed
(being at bMsglIndex1 and bMsglindex2)
3 Three invitation messages shall be displayed
(being at bMsgIndex1 and bMsglindex2 and
bMsglndex3)
4.254 RFU
255 Use default CCID message
12 wlangld USHORT | Language to be used for invitation message
(see http://www.usb.org/developers/docs/USB_LANGIDs.pdf)
14 bMsgIndex1 BYTE Index of the invitation message
0 Invitation message nr 0 will be displayed
(e.g. “Enter current PIN:")
3..255 RFU
15 bMsgIndex2 BYTE Index of the invitation message
1 Invitation message nr 1 will be displayed
(e.g. “Enter new PIN:")
3..255 RFU
16 bMsgIndex3 BYTE Index of the invitation message
2 Invitation message nr 2 will be displayed
(e.g. “Repeat new PIN:")
3..255 RFU
17 bTeoPrologue BYTE[3] T=1 I-block prologue field to use (fill with 00)
20 ulDatalength ULONG length of abData
24 abData BYTE[]

BYTE[1..4]
BYTE[5]

BYTE[6..]

APDU header of MODIFY command (e.g. 00 24 00 00)

(Placeholder) Length of the APDU body
replaced by actual length of the final APDU body

APDU body, holding OldPINLength, OldPINFrame,
NewPINLength, NewPINFrame and fillers
APDU body expands with system fillers ‘FF’ if needed.

Examples regarding “positioning to move to certain location within APDU".

This positioning is controlled by the fields bmFormatString (PINFrame Offset unit &

OldPINFrameOffset), bmPINBlockString
bmPINLengthFormat
bNewPINLengthOffset,

(PINFrame Size & PINLength Size),
(PINLength Offset unit & OldPINLengthOffset),
and bNewPINFrameOffset.
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oldPIN Length= b0101
oldPIN Frame= 12 34 5x Xxx XX XX XX
Size Size 4 68 1 9 newPIN Length=b0111 0024000010
Abit | 7 bvt . . newPIN Frame= 12 34 56 7x xx XX XX 2512 34 5F FF FF FF FF
' yte | bit | bit | byte | byte | opna1a- 00240000 10 27 12 34 56 7F FF FF FF
20 FF FF FF FF FF FF FF
20 FF FF FF FF FF FF FF
oldPIN Length= b0101
oldPIN Frame= 12 34 5x XX XX XX XX
Size Size 0 8 1 9 | newPIN Length= b0111 002400 08)51102 34 5F FF FF FF FF
8 bit | 7 byte | byte | byte | byte | byte | newPIN Frame= 12 34 56 7x XX XX XX 07 12 34 56 7F EF FF FF
abData= 00 24 00 00 00
oldPIN Length= empty
oldPIN Frame= 12 34 5x XX XX XX XX XX
Size Size 0 0 0 8 | newPIN Length= empty 002400 01021??4 SEFF FF FF FF FF
O bit | 8 byte byte | byte | byte | byte | newPIN Frame= 1234 56 7x XX XX XX XX 12 34 56 7F FF FF FF FF
abData= 00 24 00 00 00
oldPIN Length= b00000101
oldPIN Frame= 12 34 5x 00 24 00 80 09
Size *Size 0 1 2 3 newPIN Length=b00000111 0507
8 bit |0 byte| byte | byte | byte | byte | newPIN Frame= 12 34 56 7x 12 34 5E
abData= 00 24 00 80 04 123456 7E
CCDD EE EE
oldPIN Length= b00000101
oldPIN Frame= 31323334 35
Size | Size 0 0 0 1 | newPIN Length= b00000111 002400 8;10;2 333435
Obit |O byte| byte | byte | byte | byte | newPIN Frame= 3132 33 34 35 36 37 3132 33 34 35 36 37

abData= 00 24 00 80 00

Remark: the items marked with (*) are based on an IFD which supports ‘Adaptive PIN Frame size’'.




The PIN Modify command can be based on a structure:

typedef struct PIN MODIFY STRUCTURE
{

BYTE bTimeOut; // timeout in seconds (00 means use default timeout)
BYTE bTimeOut2; // timeout in seconds after first keystroke
BYTE bmFormatString; // formatting options within PINBlock
BYTE bmPINBlockString; // define PINBlock
BYTE bmPINLengthFormat; // PINLength: number of PIN characters entered
BYTE bInsertionOffset0ld; // Insertion position offset in bytes for the current PIN
BYTE bInsertionOffsetNew; // Insertion position offset in bytes for the new PIN
USHORT wPINMaxExtraDigit; // XXYY, where XX is minimum PINLength in digits,
// YY is maximum
BYTE bConfirmPIN; // Flags governing need for confirmation of new PIN

BYTE bEntryValidationCondition; // Conditions under which PIN entry should be
// considered complete

BYTE bNumberMessage; // Number of messages to use for PIN verification
USHORT wLangId; // Language for messages

BYTE bMsgIndexl; // Index of 1lst prompting message

BYTE bMsgIndex2; // Index of 2d prompting message (if appropriate)
BYTE bMsgIndex3; // Index of 3d prompting message (if appropriate)
BYTE bTeoPrologue[3]; // T=1 I-block prologue field to use (fill with 00)
ULONG ulDatalength // length (in bytes) of ‘abData’

BYTE abDatal[l]; // Data to send to the ICC (this is a placeholder)

} PIN MODIFY STRUCTURE, *PPIN MODIFY STRUCTURE;

A typical example for commanding PIN modification (Advanced) on an IAS/ECC card can use the
following (a PINPAD reader with ‘Adaptive PIN Frame size’ is required):

bTimeOut=0x1E; /* 30 seconds timeout */

bTimeOut2=0x1E; /* 30 seconds timeout */

bmFormatString=0x82; /* at offset of 0 byte the 0ld PIN in ASCII */
bmPINBlockString=0x00; /* PIN Length size is 0 bits, PIN Frame size is adaptive */
bmPINLengthFormat=0x00; /* -not used- */

bInsertionOffset01d=0x00; /* current PIN block at adaptive offset 0 */
bInsertionOffsetNew=0x01; /* new PIN block at adaptive offset 1 */
bConfirmPIN=0x07; /* Request current PIN & Confirm new PIN, use Advanced */
wPINMaxExtraDigit=0x0408; /* minimal 4 and maximal 8 PIN digits to be entered */
bEntryValidationCondition=0x02; /* start validation after user hits the OK key */
bNumberMessage=0x03; /* 3 message indices are defined */

wLangId=0x0409; /* the English language, as used in USB */
bMsgIndex1=0x00; /* the first message of the CCID table is “ENTER PIN” */
bMsgIndex2=0x01; /* the second message of CCID is “ENTER NEW PIN” */
bMsgIndex3=0x02; /* the third message of CCID is “REPEAT NEW PIN” */
bTeoPrologue='00 00 00’; /* is required in case of a T=1 card */

ulDataLength = 0x0000000D ;
abData=’'00 24 00 80 00'; /* Change Reference Data APDU */



Ch 2.5.5 PIN_PROPERTIES

o w w | Field Type Description
xS | =
o 3 D (Value)
-+
0 wLcdLayout USHORT | display characteristics as defined in [4]
2 bEntryValidation BYTE bitmap as defined in [4]
Condition
3 bTimeOut2 BYTE Does IFD distinguish bTimeOut from bTimeOut2?
0 IFD does not distinguish bTimeOut from bTimeOut2
1 IFD distinguishes bTimeOut from bTimeOut2
4 bAdvancedFlags BYTE Collection of advanced PIN flags
(optional) (not present implies no advanced support)
0 bAdaptiveFrameSize Does IFD support Adaptive PIN Frame size:
0 No: IFD does not support Adaptive PIN Frame size
1 Yes: IFD supports Adaptive PIN Frame size
1 bAdvancedModify Does IFD support Advanced Modify structure:
0 No: IFD does not support Advanced Modify structure
1 Yes: IFD supports Advanced Modify structure

2.7
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